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Overview
Our client wanted to migrate into a new CA pla�orm 
to incorporate the latest Iden�ty Verifica�on 
guidelines issued by the Controller of Cer�fying 
Authori�es, Ministry of Electronics and IT in India. 
One of the key requirements included a browser 
based intui�ve dashboard to allow users to remotely 
generate one-�me keys and cer�ficates and deploy 
them for transac�ons. In this endeavour, eMudhra’s 
Cer�ficate Management Solu�on - emCA was 
deployed to address the requirements and help 
achieve cer�ficate genera�on at scale and in 
real-�me.

Challenge

Real-�me cer�ficate 
issuance was unavailable

There was dependency 
on mul�ple applica�ons

Audi�ng issues due to 
lack of Integra�on

Cer�fying Authority for Banking and Financial Ins�tu�ons in India (established by 
Reserve Bank of India) deploys emCA Cer�ficate Management Suite to manage 
Digital Trust Cer�ficate Life Cycle
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There were unexpected delays in expedi�ng 
cer�ficate issuance to clients due to complexity 
of manual processes involved in their exis�ng 
so�ware applica�on. The system was so 
complex that system admin had to manually 
run a batch of codes to sign all CSR requests of 
the last 24 hours and go back a�er the end of 
process to download the cer�ficates.

This complexity made approval and crea�on of 
urgent cer�ficate requests an uphill task. This 
was followed up by audi�ng issues wherein the 
admin had to traverse through various 
applica�on modules to fulfill audit 
requirements based on CCI guidelines. 

Solu�on
Using emCA, seamless compliance with the latest 
iden�ty verifica�on guidelines including video 
recording and accoun�ng module was achieved to 
cater for the Audit requirements. emCA proved to be 
an all in one applica�on with an intui�ve user 
dashboard, which provided the users a brand new 
experience of a cer�ficate management applica�on, 
and allowed them to generate cer�ficates and 
reports in real-�me.  

emCA provided a combina�on of digital 
signature cer�ficates, trust service, cer�ficate 
service and cryptographic �me-stamping 
service.

A browser-based interface to allow bank-users 
to securely generate keys and cer�ficates, and 
remotely deploy digital signatures for online 
transac�ons.

Time-stamped tokens to tag date and �me of 
transac�ons

emCA ensured 99.5% viability in the system with 
response rate of 7 seconds for more than 90% of 
requests

Key Modules
Cer�ficate Lifecycle Management

Timestamping Authority

Valida�on Server

API Gateway

emBridge

DSC Enrollment system

Accoun�ng module

Approach
eMudhra’s emCA team evaluated and started 
se�ng up the applica�on to match the needs of 
our client's customer-base across the country. 
They required the emCA suite to match the UI 
of their exis�ng applica�on in use. Our team 
was able to swi�ly address the requirements 
and migrate without disturbing any cri�cal 
systems. To negate the possibility of any 
down�me, emCA was deployed in a phased 
manner within a record �me span of 6 months. 
Implementa�on, customiza�on, tes�ng and 
migra�on were completed within this span of 
�me and all cri�cal banking applica�ons were 
able to seamlessly connect with CA led services 
of our client. 

Benefits
Seamless migra�on from exis�ng CA system 
including data and keys without any disturbance 
to cri�cal systems

Compliance with latest iden�ty verifica�on 
guidelines to issue cer�ficates and 
state-of-the-art security specifica�ons in CA 
opera�ons

Users were provided with a brand new CA 
applica�on which they could access from 
mul�ple environments



About eMudhra

eMudhra, a global provider of digital iden�ty and cybersecurity solu�ons, specializes in digital signature 
cer�ficates, Public Key Infrastructure (PKI) services, and robust authen�ca�on protocols. Our impac�ul 
presence in India and interna�onal presence have allowed us to support governments and enterprises in 
safeguarding their digital transac�ons and vital informa�on. 

eMudhra offers digital cer�ficates, PKI-based solu�ons, authen�ca�on and iden�ty governance services. 
With a strong presence in India and a global footprint, eMudhra helps organiza�ons securely manage 
their digital transac�ons and protect sensi�ve informa�on. Being a leading digital iden�ty and 
cybersecurity solu�ons provider, eMudhra is now focused on futureproofing cybersecurity using Post 
Quantum Ready Cryptography and Zero-Trust Iden�ty Governance model.
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Our Services
Leveraging PKI for Secure Digital Transforma�on

With a vast experience in deploying PKI for a diverse 
set of business use cases, our consultants help find 
an agile solu�on that scales with your evolving 
requirements. Our suite of products for cer�ficate 
lifecycle management and discovery is helping 
enterprises and governments’ to setup trust services 
and cer�fying authori�es and achieve end-to-end IT 
security while enabling ease of opera�ons.

Solu�on for Individuals, Organiza�ons both Large & 
Small

Armed with technical knowledge of our pla�orm, our 
consultants can help you set-up account access 
privileges, facilitate pla�orm integra�on with exis�ng 
so�ware, and customize as per user adop�on and 
use cases across the spectrum.

We are a Global Trust Service Provider

eMudhra is a pioneer in developing the founda�onal 
layer of PKI to fully realize its applica�ons across the 
industry use-cases. Public cer�ficates issued by 
eMudhra are trusted by all the major browsers and 
applica�ons globally. With the latest impetus on 
securing largescale IoT clusters in energy sector, 
eMudhra is enabling device manufacturers to 
seamlessly generate, manage, revoke and renew 
device encryp�on cer�ficates using our cer�ficate 
lifecycle management solu�on. 
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