
Secure Banking using Digital Signatures

CASE STUDY

eMudhra helps large Banks in India secure login authen�ca�on and fund 
transfers using Digital Signatures
.

The Banking regulator in India and the Central Bank – The Reserve Bank of India came out with a detailed study 
on enabling Public Key Infrastructure and Digital Signature in the Banking System. The report highlighted that 
the interbank clearing for electronic payment systems used PKI and this cons�tuted over 90% in terms of value 
of transac�ons in the year 2012-13.

With increasing cyber frauds, the Reserve Bank of India felt the need to extend Digital Signature usage to end 
customers of Corporate and Retail Internet Banking since Digital Signatures offer very high security, enable risk 
containment and provide legal non-repudia�on.

Enhancing the security of online Banking transac�ons and electronic payment systems. Banks must create an 
authen�ca�on environment for password based two factor authen�ca�on as well as PKI based system for 
authen�ca�on and transac�on verifica�on. Customers must be informed of risks, exis�ng security measures and 
they must be given a choice to select different methods of authen�ca�on that matches their security 
requirements.*

www.emudhra.com

* Source – RBI Report of the Group for Enabling PKI in Payment Systems, January 2014
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Banking Security
With increasing transac�ons taking place over 
mobile and Internet, the Banking regulator - 
The Reserve Bank of India felt the need to 
comprehensively enhance security measures 
in Online banking to enhance privacy, 
confiden�ality, authen�city and legal 
non-repudia�on wherever required. 

Business Needs
Enabling two factor and mul� factor 
authen�ca�on for Online Banking using Digital 
Signatures, One Time Passwords etc based on 
risk assessment of transac�ons.

Approach
Deploy an integrated solu�on for mul� factor 
authen�ca�on including Digital Signatures to 
allow customers to securely login and conduct 
online transac�ons.

Digital Signature Technology
The Digital Signature Technology works on the 
Public Key Infrastructure framework which 
uses a Cryptographic Key Pair – Private and 
Public Key for secure access and transmission 
of Informa�on. 

The Public Key Infrastructure framework Is 
prescribed in a model law provided by 
UNCITRAL (A United Na�ons body) for 
Interna�onal Trade and Commerce.

Benefits
Banks have reaped significant benefits by 
implemen�ng digital signature based authen�ca�on 
and fund transfers.

These include:

Legal non-repudia�on thereby reducing frauds

Enabling enhanced security through the full 
chain of electronic payments from ini�a�on to 
se�lement

Offering anywhere, any�me filing of forms for 
customer onboarding, service requests etc.

Faster turnaround �me, increased employee 
efficiency, produc�vity and transparency

Mee�ng compliance & regulatory 
requirements



About eMudhra

eMudhra, a global provider of digital iden�ty and cybersecurity solu�ons, specializes in digital signature 
cer�ficates, Public Key Infrastructure (PKI) services, and robust authen�ca�on protocols. Our impac�ul 
presence in India and interna�onal presence have allowed us to support governments and enterprises in 
safeguarding their digital transac�ons and vital informa�on. 

eMudhra offers digital cer�ficates, PKI-based solu�ons, authen�ca�on and iden�ty governance services. 
With a strong presence in India and a global footprint, eMudhra helps organiza�ons securely manage 
their digital transac�ons and protect sensi�ve informa�on. Being a leading digital iden�ty and 
cybersecurity solu�ons provider, eMudhra is now focused on futureproofing cybersecurity using Post 
Quantum Ready Cryptography and Zero-Trust Iden�ty Governance model.

www.emudhra.com

The Solu�on
eMudhra being a Licensed Cer�fying Authority in India 
and also a PKI solu�on provider implemented emAS – 
eMudhra Authen�ca�on Server to enable Digital 
Signature based login and fund transfer.

emAS is a plug and play authen�ca�on server that is 
implemented in over 45 banks in India across a variety 
of core banking/ internet banking applica�ons.

emAS works on top of the Internet Banking pla�orm to 
provide digital signature signing and authen�ca�on. It 
works with leading core banking pla�orms such as 
Finacle, Flexcube, Bancs etc.

The emAS solu�on provides the following 
broad modules:

emAS – To authen�cate, verify digital signature 
cer�ficates on real �me basis

Configura�on Module - Signature, Encryp�on & 
HSM

Hardware Security Module - FIPS 140-2 level 3 
cer�fied physical compu�ng device that 
safeguards and manages digital keys for strong 
authen�ca�on and provides crypto processing

emCA – Cer�ficate Authority Solu�on

Cer�ficate Issuance - To manage the 
issuance, revoca�on of Digital Signature 
cer�ficates

Cer�ficate Download - For downloading 
Digital Cer�ficates from Cer�fying Authority 
(CA) as a so� or crypto token

Cer�ficate Registra�on - To allow the 
customer to register their digital signature 
on the applica�on
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