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Industry
Banking

Banking Security
With increasing transactions taking place 
over mobile and Internet, the Banking 
regulator - The Reserve Bank of India felt 
the need to comprehensively enhance 
security measures in Online banking to 
enhance privacy, confidentiality, authen-
ticity and legal non-repudiation wherever 
required.

Business Need
Enabling two factor and multi factor 
authentication for Online Banking using 
Digital Signatures, One Time Passwords 
etc based on risk assessment of transac-
tions.

Approach
Deploy an integrated solution for multi 
factor authentication including Digital 
Signatures to allow customers to securely 
login and conduct online transactions.

Secure Banking using Digital Signatures

The Banking regulator in India and the Central Bank – The Reserve Bank of India 
came out with a detailed study on enabling Public Key Infrastructure and Digital 
Signature in the Banking System. The report highlighted that the interbank clear-
ing for electronic payment systems used PKI and this constituted over 90% in 
terms of value of transactions in the year 2012-13.

With increasing cyber frauds, the Reserve Bank of India felt the need to extend 
Digital Signature usage to end customers of Corporate and Retail Internet Bank-
ing since Digital Signatures offer very high security, enable risk containment and 
provide legal non-repudiation.

Enhancing the security of online Banking transactions and electronic payment 
systems. Banks must create an authentication environment for password based 
two factor authentication as well as PKI based system for authentication and 
transaction verification. Customers must be informed of risks, existing security 
measures and they must be given a choice to select different methods of authen-
tication that matches their security requirements.*

* Source – RBI Report of the Group for Enabling PKI in Payment Systems, January  2014

Case study

eMudhra helps large Banks in India secure login authentication and fund transfers using 
Digital Signatures 

Background
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The Digital Signature Technology works 
on the Public Key Infrastructure
framework which uses a Cryptographic 
Key Pair – Private and Public Key for
secure access and transmission of
Information.

The Public Key Infrastructure framework
Is prescribed in a model law provided by
UNCITRAL (A United Nations body) for
International Trade and Commerce.

SolutionBenefits

eMudhra being a Licensed Certifying 
Authority in India and also a PKI 
solution provider implemented emAS 
– eMudhra Authentication Server to 
enable Digital Signature based login 
and fund transfer.

emAS is a plug and play authentica-
tion server that is implemented in over 
45 banks in India across a variety of 
core banking/ internet banking appli-
cations.  

emAS works on top of the Internet 
Banking platform to provide digital 
signature signing and authentication. 
It works with leading core banking 
platforms such as Finacle, Flexcube, 
Bancs etc.

Banks have reaped significant benefits 
by implementing digital signature 
based authentication and fund trans-
fers. 

Legal non-repudiation thereby 
reducing frauds

The emAS solution provides 
the following broad modules:

Certificate Issuance - To 
manage the issuance, revoca-
tion of Digital Signature certifi-
cates

-

-

-

emAS – Transaction Workflow
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Enabling enhanced security 
through the full chain of electronic 
payments from initiation to settle-
ment

Offering anywhere, anytime filing of 
forms for customer onboarding, 
service requests etc.
Faster  turnaround time,  increased 
employee efficiency,  productivity 
and transparency
Meeting compliance & regulatory 
requirements

emAS – To authenticate, verify 
digital signature certificates on real 
time basis
Configuration Module- Signature, 
Encryption & HSM

Hardware Security Module -
FIPS 140-2  level   3   certified   
physical computing device that safe-
guards and manages digital keys for 
strong authentication and provides 
crypto processing

emCA – Certificate Lifecyle 
Management 

Certificate Download - For 
downloading Digital Certifi-
cates from Certifying Authority 
(CA) as a soft or crypto token

Certificate Registration - To  
allow the customer to register 
their digital signature on the  
application

Digital Signature Technology

1. Login/
Transaction 
signing with DS

Customer

2. Involves Authentication 
Server

4. Veri�cation Result

Bank Server TrustFactor Server

5. Login Access Granted/
Denied or Transaction
Authorised/Denied

3. Veri�cation of User.
Validation of certi�cate.
Check for authorisation
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eMudhra is a global digital identity and leading trust service provider with a focus 
on Digital Transformation and Cybersecurity initiatives. Through its headquar-
ters in Bangalore, India and offices in Singapore, Dubai and USA, eMudhra 
works with over 400 large Enterprises including 45 Banks to deploy proprietary 
solutions for eSignatures, Public Key infrastructure, Predictive Analytics and 
Blockchain across the globe.

eMudhra is a licensed Certifying Authority under Ministry of Information
Technology, India and has issued digital signatures to over 40mn customers in 
India. eMudhra is a key partner in several Digital India initiatives and is the first 
eSign service provider. eMudhra also holds the Vice chairmanship of Asia PKI 
Consortium, Chairmanship of the India PKI Consortium, and is a member of the 
UN council on Blockchain. At eMudhra, innovation is one of our core principles 
and our product development efforts are towards building cutting edge IP that 
can accelerate the world’s transition to a secure integrated digital society.
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